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e Zart HW és SW rendszerek
* Tobb 100 protokollt implementalnak
* Magas fogyasztas

* Whitebox switch-ek ,
+ control plane-t futtato szerverek

* Control plane — Data plane szeparacio
* Merchant silicon

* Linux alapu

* Open Source Swich OS és software

Nehezen menedzselhetd
Megbizhatatlan

Nehezen skalazhato, bovithet6
Lassu innovacio

Konnyebb hibajavitas

Uj lehet8ségek

e Traffic engineering
 Meghibasodas kezelése
* Biztonsagossag
Gyorsabb innovacio
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SDN mindent megold... N[

OSPF \ \ BGP \ [ VXLAN H etc.

e Control plane programozhato

Switch OS

* A legtobb protokoll egyedi csomagfeldolgozast S E—
is igényel \ DriVe* _H

* |gény a data plane programozhatosagara a
csomagfeldolgozas testreszabasara




Paradigma valtas a halozatokban

e Uj funkcidk bevezetése
* Gyorsan és testre szabhatoan

 Szoftverizalt csomagfeldolgozas
e Csomagok kezelése szoftverben
 Hagyomanyos szervereken

* Rugalmassag és skalazhatosag
» Szofver példanyok fel- és leskalazasa
* Network Function Virtualization

VERTICAL SCALING

HORIZONTAL SCALING



Problemak...

 Megbecsulhetetlen késleltetés, nem garantalhato alacsony késleltetés

e x86 architektura nem csomagfeldolgozasi feladatra lett tervezve

e Savszélesség korlatok

* Szamos szlk keresztmetszet: PCle sebesseg,
cache problémak, memoria hozzaférés etc.

e Kernel-bypass technikak
* Nagy teljesitmény CPU-n
* Megfelel§ savszélsesség
 100% CPU kihasznaltsag
* Folyamatos NIC polling

* Energia fogyasztas nagy
* Magas W/pps
e Uzemelési koltség OPEX

I\

Packet Write/Read

Polling

Egress Port Ingress Port



Egy példa 1.0 - SNORT

* Snort 3.0 alkalmazasi szint( tdzfal
* 100 Gbps, csomagvesztés nelkul

. Snort (IPS Mode) .Snorl (IDS Mode)
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Source: Justine Sherry: Re-envisioning generic server architectures for I/O driven compute [EuroP4]

Empirical Traffic Traces [Stratosphere]




[ Reportalas

* Halozat telemetria adatok gy(jtése

e Hyperscale data center
* Tobb ezer switch
* Néhany millio report masodpercenkeM

switchenként
e Alibaba - ACM SIGCOMM 2020
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Source: Gianni Antichi: To offload or not to offload




Koltseges felskalazas

» Eszkoz/Hardver koltség

e Aram koltség

* Rackspace koltseg



Ozati eszkozok

Programozhato ha

* Programozasi nyelvek
e P4, NPL

e KOonyvtarak .
* DOCA, eBPF/XDP, DPDK Flow API

W eBPF

* FPGA fejleszt6 kornyezetek




Programozhato ha

* SmartNIC
* Programozh:
* DPU/IPU  §

* FPGA alapu |

Abstraction / Programmability

>

SW-HW Design Targets

General Purpose Hardware (CPU)

Field-programmable Gate Arrays
(FPGA)

Application-specific Integrated
Circuits (ASIC)

HW-HW Design Targets

Ozati eszkozok

Performance

« [

2
)PDK Flow API DPDK
W eBPF
vezetek



SDN 1.0

Switch OS

 Driver

“This is how | process packets ...”

Fixed-function switch
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This is precisely how ylcl)u must Switch OS
process packets

table int_table { § . v H
i ‘ctd:nho e Tt .h dn Bo (sw_id) { rlve r
ip.protocol; age neader - €4 ?’:(an eader) ; %
modify field(int header.kind, TCP_OPTION_INT);

actions { modify field(int header.len, TCP_OPTION_INT LEN);
axDOrt qieus latency: modify field(int header.sw_id, sw_id):
} - i modify field(int header.g latency,
} intrinsic metadata.deq timedelta);

add_to_field(tcp.dataOffset, 2);

add_to_field(ipv4.totalLen, 8);

subtract from field(ingress metadata.tcoLenath,
12);

Programmable Switch



P4.org
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https://www.sigcomm.org/sites/default/files/ccr/papers/2014/July/0000000-0000004. pdf

& htips://www.sigcomm.org/sites/default/files/ccr/papers/2014/July/0000000-0000004. pdf

P4: Programming Protocol-Independent
Packet Processors

Pat Bosshartt, Dan Dag‘, Glen Gibb', Martin lzzard?, Nick McKeown?!, Jennifer Rexford™,
a

Cole Schlesinger™,
‘Barefoot Networks  “Intel  *Stanford University

ABSTRACT

P4 is a high-level language for programming protocol-inde-
pendent packet processors. P4 works in conjunction with
SDN control protocols like OpenFlow. In its current form,
OpenFlow explicitly specifies protocol headers on which it
operates. This set has grown from 12 to 41 fields in a few
years, increasing the complexity of the specification while
still not providing the flexibility to add new headers. In this
paper we propose P4 as a strawman proposal for how Open-
Flow should evolve in the future. We have three goals: (1)
Reconfigurability in the field: Programmers should be able

to chanse the wav switches proces packets once thev are

n Talayco’, Amin Vahdat?, George Varghese’, David Walker™
“*Princeton University “Google *Microscft Research

multiple stages of rule tables, to allow switches to expose
more of their capabilities to the controller.

The proliferation of new header fields shows no signs of
stopping. For example, data-center network operators in-
creasingly want to apply new forms of packet encapsula-
tion (eg., NVGRE, VXLAN, and STT), for which they re-
sort to deploying software switches that are easier to extend
with new functionality. Rather than repeatedly extending
the OpenFlow specification, we argue that future switches
should support Hexible mechanisms for parsing packets and
matching header felds, allowing controller applications to
leverage these capabilities through a common, open inter-

%t ® 0 A

' networks laboratory




Reducing complexity

Switch OS

[ Driver J
A

L Compiler

Programmable Switch



Programozhato csomagfeldolgozasi
lehetbsegek és offloadolas

Application - * Hardware offloading
e Csomag feldolgozasi logika kiszervezése a NIC-
re vagy a switchekre
Kevesebb PCle tranzakcio
Kevesebb allokalt skb a kernelben
Kevesebb I/O muvelet
CPU ciklus megtakaritas




Pelda 1.0 - SNORT

* Multi-String Pattern Matching

Flow Multi-String
Ethernet Parser Pattern
Reassembly g
Match Suspicious

pkts

" | CPU

e Hibrid architektura

* FPGA alapu NIC, mint gyorsito
e Egyszer(ibb szabalyok
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Source: Justine Sherry: Re-envisioning generic server architectures for I/O driven compute [EuroP4]



Pe

* RDMA kozvelten memoria
hozzaférés a CPU kihagyasaval

* Kozvetlen cimzés kell
* Data plane szamara bonyolult

* DTA egyszer( protokoll

 Kicsi overhead és komplexitas

* Collector switch
 DTA -> RDMA forditast végez
e Cimzés kezelése, stb.

 Switchek szdma/collector javulas

Source: J. Langlet et al.: Direct Telemetry Access, ACM SIGCOMM 2023

da 2.0 — Telemetry Collector
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e Towards real-time cloud with in-network computing
* Offloading low-level velocity control of robot arms
* Supporting deterministic EDGE-Computing applications
* ROS-integration
e S. Laki et al., USENIX NSDI 2022

* Adaptive traffic reduction with in-network caching and filtering
* ProfiNet traffic is redundant

e Traffic reduction on a critical link
* Cs. Gyorgyi et al., IEEE Access 2023

* Distributed in-network event detection in sensor streams
* Disaggregated pipeline for event detection in the network
* Better scalability than with a single device

. F?stker reaction than with the server-based counterparts like Apache
Flin

e Cs. Gyorgyi et al., IEEE NetSoft 2022
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KonklUzio

Application

Kernel

* Alkalmazasok teljesitményének felskalazasa
* Nem csak hagyomanyos haldzati feladatok

 Hol tartunk

* Teljes programozhato stack

* Kernel és hardver
* Nyelvek és konyvtarak — P4, eBPF/XDP, DPDK

e Uj eszkdzok
* Teljesitény + Programozhatdsag

* Nehézsegek
* Technoldgiai érettség?
* Melyik funkciot érdemes kiszervezni?
e Fejlesztbi képességek
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http://lakis.web.elte.hu
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