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An introduction to peering

* Peering router, also known as internet gateway,
primary responsibility is to facilitate the
exchange of traffic between two or more
autonomous networks (ASes)

* Peering to other networks (peers) can be via

— Direct/private peering, typically without any monetary
exchange

— Internet exchange peering in a co-location space where
network operators exchange traffic via IXP L2 network
(paid service)

— Transit providers (paid service)

* Routes exchange is done via BGP protocol
 Additionally, peering routers should also play a
crucial role preventing DDOS attacks and BGP

route hijacking

2 © 2024 Nokia

@ NETFLIX ®@BYoulube facebook

Internet exchange Direct
provider (IXP) peering

ISP
backbone

|
N— O-
)

End user

Transit
provider

NO<IA



What would be a best in class peering router
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Resilient, scalable, and feature-rich BGP
process

Flexible routing policy framework for frequent
route policy updates

Secure routing and DDoS mitigation on
network entry

Guaranteed performance for high number
of flows and filters

Space and power efficient design with
High speed universal interfaces

Coherent routing support

© 2024 Nokia

Resilient,
scalable

Space and
power
efficient

Feature-
rich BGP

400G/800G |I’]te N et Flexible

plus routing
coherent policy
routing Gateway framework

Secure
peering

Determinist
performance DDoS

mitigation
capability

NO<IA



1. BGP capabilities

Robust and feature-rich
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2. Route policy framework
Flexible and scalable route policy language

Base policy can be extended using advanced features to provide scalability and simplification

Nested policies Scaling with sub-routines

Simplification with parameterization

Allows for policy entries to reference a
next policy on a match (policy chaining). Up
to five nested policies can be configured.

Policy statement that calls another
policy (sub-policy). Sub-policy allows
for commonly used match/action

criteria to be used by multiple policies.

Action next-policy From sub-policy

Policy 1 Policy 1

Next-Policy 2 Sub-policy
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Match/no match

Parent policy references parameters in each
child policy, even though the value of those
parameters is different for each policy.

Peer 1 policy

Param M value 1
Parent policy

Param M value 4 ~
~~~~~ March param M
RSN action/set
'7

/”’
Peer 2 policy e
/”

March param M
action/set

Param M value 2

Param M value 5

“Policy test’ allows for test evaluation of policy before applying
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2. Route policy testing

Example A:admin@SR1# show router bgp policy-test plcy-or-long-expr "EXT-AS-IMPORT" family ipv4
prefix 0.0.0.0/0 longer neighbor 192.168.0.3
BGP Router ID:10.0.0.1 AS:64501 Local AS:64501
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1l - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete

small handy feature
allows to test and i I
evaluate route policies et

d by Poli -as- -AS64503
befo re they are Acceptio.lg.?zr/:)z(gEXT AS-IMPORT Entry Routes-AS - o

192.168.0.3 None n/a

applied to BGP :

Accepted by Policy EXT-AS-IMPORT Entry Routes-AS64503

BGP IPv4 Routes

10.10.20.103/32 None None

192.168.0.3 None n/a

64503 -
Accepted by Policy EXT-AS-IMPORT Entry Routes-AS64503

192.168.0.0/24 None None

192.168.0.3 None n/a

64503 -

Routes : 3
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3. Secure peering to the hostile internet

Security pillars

Filters

Control Plane filters for deny/permit
access, queues for rate-limited access to
the CPU

Management Access filters

Platform Trust
Secure boot
Router hardening guide and security BCP
recommendations
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DDoS

Block DDoS at the network
edge

Encryption
MACSeC

Quantum safe transport

ACL scale

Up to N x 10k filter policies per system,
with up to N x 100k filter policy entries

Peering router security features

RTBH, MD5 auth, GTSM, BGP FlowSpec
(IPv4/1Pv6), BGP Origin validation/RPKI
etc.
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4. Guaranteed performance for high number of flows and filters
Overcoming the ASIC-speed to memory-speed divergence

Short-term average

Long-term average

HBM2 ~ 1,7Tbps bus U
bandwidth
S
Time (minutes)
Ingress ) I . m) Egress
Bus bottleneck causing packet loss on the memory bus
J2: 4.8T [FD] independently of any QoS under microbursts (traffic spikes

in 1/1000th of seconds)

https://research.fb.com/wp-content/uploads/2017/10/imc17-final60.pdf
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https://research.fb.com/wp-content/uploads/2017/10/imc17-final60.pdf

4. Guaranteed performance for high number of flows and filters
Performance with scale

Throughput with uRPF and Flow Diversity - IMIX (488 Byte Average) Packets
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4. Guaranteed performance for high number of flows and filters
Performance with scale

The ability to apply large ACLs at scale is paramount for a peering router

Parse through each entry sequentially may

result performance degradation

Match
No match
No match

Match
No match

Default action
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Throughput

J

ACL scale

e

Entry n
l No match

Default action

Throughput

ACL packet match in a single pass regardless
of the number of ACL entries or ordering

ACL scale
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5. Space and power efficient design

(Y Capability

Industry Ceiling  =——
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5. Space and power efficient design
High speed interfaces

In today modern routers the most efficient port cage utilization is key, thus universal port cages are must
complemented with breakout support for investment protection

QSFP form factor: QSFP+, QSFP28, QSFP28-DD, QSFP56-DD, QSFP112, QSFP112-DD
SFP form factor: SFP+, SFP28, SFP56, SFP56-DD, SFP112, SFP112-DD

Breakout options: 4x 10G, 4x 25G, 10x 10G, 2x 100G, 4x 100G, 2x 400G, 8x 100G
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5. Space and power efficient design
Power consumption of the optics
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5. Space and power efficient design
Power consumption vs. cooling design

Cooling design has enormous impact to the power consumption:

Belly-to-belly cages
Dual-sided PCBs

Honeycomb mesh air intakes

air flow >

air flow >
\,’
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Belly-to-Belly cage design
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5. Space and power efficient design
Power consumption calculation method accross vendors
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Vendor A

Vendor B

Vendor C

Vendor D
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Yes - 12W (400G), subtracted from overall

50% iMix*
power
15% 768B 23C No - DAC cables, minimal fan power
£0% Mix* S5C Yes - optics power subtracted
from overall power
50% iMix* 25C No - DAC cables, minimal fan power

Real world benchmarks/measurements are critical!

* iMix used is different for all vendors - this is not public info I\O( IA



Peering reference configuration
https://github.com/sajusal/sros-peering
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O sajusal / sros-peering

Q Type /] to search

<> Code (O Issues I Pullrequests (& Actions [ Projects (@ Security |+ Insights 8 Settings
© sros-peering  Public R Pin || @uUnwatch 1 ~
# main ~ ¥ 1branch §0tags Go to file Add file ~ <> Code
sajusal Update READMEmd abf7638 2 minutes ago  ¥T) 6 commits
[ READMEmd Update README.md 2 minutes ago
[j topology.png Add files via upload 2 days ago
README.md z
Nokia SR OS Peering Configuration
This page provides the basic step-by-step configuration required to set up a Nokia 7750 Service Router as a Peering
router. All the required feature sets for a peering router are covered here with configuration and show examples.
Most sections also provide links to Nokia decumentation for further reading.
All configuraticns are in MD-CLI flat format. Reference chassis is 7750 SR-1 and software version is SR OS 23.7R1. Use
show system info command to verify your router's chassis model and software version.
Disclaimer: This is not an exhaustive list of all the features and associated options on SR OS for peering. For more
details on the features and options, please refer to the documentation links in each section.
© 2024 Nokia

Route Policies

Routing policies control the size and content of the routing tables, the routes that are advertised, and the best route
to take to reach a destination.

For more details on route policy configuration and options, visit SR OS Route Policies Documentation.

In these examples, we are creating AS path lists, community and prefix lists.

/configure policy-options as-path "PEERING" { expression "64583" }

fconfigure policy-options as-path-group "BOGON" { entry 1@ expression ".* 8 .*" }

/configure policy-options as-path-group "BOGON" { entry 2@ expression ".* [64496-64511] .*" }
Jconfigure policy-options as-path-group "BOGON" { entry 3@ expression ".* 65535 .*" }

Jconfigure
Jconfigure
/configure
/configure

RPKI

policy-options
policy-options
policy-options
policy-options

community
community
community
community

"LARGE-PEER" { member "6518@:180" }
"SMALL-PEERS" { member "6520@:208" }
"SMALL-PEERS" { member "6540@:.*$" }
"SMALL-PEERS" { member "6558@:.*" }

SR OS supports RPKI for BGP prefix origin validation.

In this example, we are cenfiguring a RPKI session with an external server and then enabling prefix origin validation
under the BGP group. We are also configuring BGP te not use any routes whose origin is invalid.

For more details on RPKI implementation, visit SR OS RPKI Documentation.

/configure router "Base” origin-validation rpki-session 172.31.1.2 { admin-state enable }
/configure router "Base” origin-validation rpki-session 172.31.1.2 { local-address 18.18.1.4 }
/configure router "Base” origin-validation rpki-session 172.31.1.2 { port 8282 }

/configure router "Base™ bgp group "eBGP-Peering” { origin-validation ipv4 true }

/configure router "Base" bgp group "eBGP-Peering” { origin-validation ipvé true }

/configure router "Base” bgp best-path-selection { origin-invalid-unusable true }
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Copyright and confidentiality

The contents of this document are proprietary
and confidential property of Nokia. This document
is provided subject to confidentiality obligations of
the applicable agreement(s).

This document is intended for use by Nokia’s
customers and collaborators only for the purpose
for which this document is submitted by Nokia. No
part of this document may be reproduced or made
available to the public or to any third party in any
form or means without the prior written permission
of Nokia. This document is to be used by properly
trained professional personnel. Any use of the
contents in this document is limited strictly to the
use(s) specifically created in the applicable
agreement(s) under which the document is
submitted. The user of this document may
voluntarily provide suggestions, comments or
other feedback to Nokia in respect of the

contents of this document ("Feedback").
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Such Feedback may be used in Nokia products and
related specifications or other documentation.
Accordingly, if the user of this document gives
Nokia Feedback on the contents of this document,
Nokia may freely use, disclose, reproduce, license,
distribute and otherwise commercialize the
feedback in any Nokia product, technology, service,
specification or other documentation.

Nokia operates a policy of ongoing development.
Nokia reserves the right to make changes and
improvements to any of the products and/or
services described in this document or withdraw
this document at any time without prior notice.

The contents of this document are provided
"asis". Except as required by applicable law, no
warranties of any kind, either express or implied,
including, but not limited to, the implied warranties
of merchantability and fitness for a particular

purpose, are made in relation to the accuracy,
reliability or contents of this document. NOKIA
SHALL NOT BE RESPONSIBLE IN ANY EVENT FOR
ERRORS IN THIS DOCUMENT or for any loss of data
or income or any special, incidental, consequential,
indirect or direct damages howsoever caused, that
might arise from the use of this document or any
contents of this document.

This document and the product(s) it describes
are protected by copyright according to the
applicable laws.

Nokia is a registered trademark of Nokia
Corporation. Other product and company names
mentioned herein may be trademarks or trade
names of their respective owners.
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